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Countdown to GDPR
Tackling the challenge of new data  
protection laws in the EU

The European Union’s new General Data Protection Regu-

lation (GDPR) will go into force on 25th May 2018 after six 

years of preparation. 

The GDPR replaces the Data Protection Directive 95/46/

EC and was designed to harmonise data privacy laws 

across Europe, protecting and empowering all EU citizens. 

It should reshape the way organisations across the region 

approach data privacy.

The rules will apply to all companies that collect the private 

information of EU citizens, whether the business is based 

in the European Union or not, and the fines for non-compli-

ance will be extremely onerous.

The main challenge for corporations will be assessing 

their current information collection and storage systems 

against the new regulations and ensuring compliance be-

fore the May 2018 deadline. Accountability is critical, and 

concepts such as pseudonymisation will become com-

monplace under the new regulations.

In addition, the cross-border transfer of EU citizens’ data 

outside the region will be become much harder.  The EU 

Commission will assess third countries’ level of protection 

by carrying out ‘adequacy’ assessments binding to all 

Member States. They will then carry out reviews every four 

years to ensure continued compliance.

Any businesses that collect sensitive personal information, 

will need to carry out and regularly update GAP analyses, 

data protection impact assessments, privacy audits and 

data breach roadmaps in order to stay on the right side 

of GDPR. 

This Virtual Series aims to highlight the profound level of 

impact this new GDPR legislation will have on IR Global 

members and their clients. We have gathered nine data 

protection experts from a variety of jurisdictions, to discuss 

how they are helping their clients to reach GDPR compli-

ance and to emphasise some of the structures businesses 

should be putting in place to avoid a crippling fine.

In the pages that follow, we have advice from experts in 

Germany, Belgium, The Netherlands, Italy, UK, USA, Lux-

embourg, Sweden and France.

The View from IR
Rachel Finch
CHANNEL SALES MANAGER 

Our Virtual Series publications bring together a number 

of the network’s members to discuss a different practice 

area-related topic. The participants share their expertise 

and offer a unique perspective from the jurisdiction they 

operate in.

This initiative highlights the emphasis we place on collab-

oration within the IR Global community and the need for 

effective knowledge sharing.

Each discussion features just one representative per ju-

risdiction, with the subject matter chosen by the steering 

committee of the relevant working group. The goal is to 

provide insight into challenges and opportunities identi-

fied by specialist practitioners.

We firmly believe the power of a global network comes 

from sharing ideas and expertise, enabling our members 

to better serve their clients’ international needs.
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LUXEMBOURG

Cecile Porcher
Attorney at Law 
Reding Legal
Phone:  +352 269 272 1 

Email:  cecile.porcher@reding.lu

Cécile PORCHER studied law at the University 

Nancy II (France) and obtained her law master 

degree in European Economic and Financial 

Criminal Law at the University of Luxembourg 

– in partnership with the University Nancy II.

She went on with her formation as a lawyer 

in Luxembourg and was sworn in as a trainee 

lawyer in 2013 and passed a final bar exam 

in 2016.

Since October 2014, she is an associate at 

the Law Office REDING, a well-established lit-

igation firm with over 20 years of experience 

in assistance and representation before civil, 

criminal and administrative jurisdictions for a 

wide range of law areas from general civil and 

administrative issues to more specific legal is-

sues related to real estate, corporate and fam-

ily office matters.

ENGLAND AND WALES

Kerry Beynon
Partner 
Acuity Legal Limited
Phone:  +44 845 266 5225 

Email:  kbeynon@acuitylegal.co.uk

Kerry specialises in commercial law, informa-

tion technology and intellectual property law. 

A member of the Chartered Institute of Arbi-

trators, Kerry is also a solicitor-advocate with 

higher rights of audience in both the civil and 

criminal courts.

Kerry has been instrumental in a collaboration 

with industry leaders in cyber security and 

security monitoring to launch a new solution 

for data security and reputation management. 

Acuity DataGuard™ integrates the essential 

controls for information security in a single 

configurable system, from risk assessment and 

legal compliance to security monitoring, pene-

tration testing and cyber security accreditation. 

Shortlisted for an award at The Law Society 

Excellence Awards 2017, Acuity DataGuard™ 

has been developed to assist organisations 

prepare for the imminent legislative changes 

brought about by the GDPR.

In addition to acting for a range of commercial 

entities, Kerry has also acted for a number of 

charities and has provided advice on consti-

tutional matters, framework agreements, trad-

ing agreements, brand partnership issues and 

charitable fund raising activities.

NETHERLANDS

Bart Sujecki
Attorney at Law 
Bavelaar Attorneys at Law
Phone:  +31 20  320 12 34 

Email:  bartosz.sujecki@bavelaar.nl

Bartosz Sujecki, PhD, is an attorney admitted 

as a Dutch advocate and a German Rechtsan-

walt in the field of corporate and commercial 

law. 

He advises his clients and litigates in the field 

of cross border corporate and commercial law. 

Since 2010, he is admitted as a Dutch attorney 

to the Bar of Amsterdam. In 2014, he was ad-

mitted as a Rechtsanwalt to the German Bar of 

the Oberlandesgerichtsbezirk Braunschweig. 

With his double admission, Dr Sujecki is able 

to provide full service to his clients being active 

in the Netherlands and in Germany. 

Additionally, Dr Sujecki has profound knowl-

edge of the Polish language and culture, since 

he was born in Poland and lived there for a 

couple of years. Due to his profound knowl-

edge of Polish corporate and commercial law, 

Dr Sujecki has established a Polish Desk with-

in Bavelaar Advocaten. He advises clients be-

ing active in Poland and Netherland in all mat-

ters regarding corporate and commercial law.
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GERMANY

Kathrin Schurmann
Partner, Schürmann 
Wolschendorf Dreyer 
Rechtsanwälte
Phone:  +49 30 21300280 

Email:  schuermann@swd-rechtsanwaelte.de

Kathrin Schürmann has been a partner at 

Schürmann Wolschendorf Dreyer since 2007. 

She specialises in IT and data protection law 

as well as competition law. 

A special focus of her work is consulting com-

panies in the areas of digital business, technol-

ogy and media. The lawyer and privacy expert 

supervises both national and international cli-

ents in the implementation and development 

of new (digital) business models. Additionally, 

she advises on data protection and IT law, as 

well as competition law, e.g. in the develop-

ment of Big Data concepts, mobile / online 

marketing, BI concepts and the legal support 

of new marketing concepts. 

In addition, Kathrin provides companies with 

her expertise when it comes to classic themes 

such as: the structuring of international data 

flows, outsourcing, drafting and negotiating 

privacy and IT-law contracts and of group-wide 

data protection concepts, binding corporate 

rules or IT and data protection audits.

Kathrin was named one of “Germany’s Best 

Lawyers” in the field of intellectual property law 

by the Handelsblatt in the latest rankings.

ITALY

Ruggero Rubino 
Sammartano
Partner, LawFed BRSA
Phone:  +39 02 77075500 

Email:  ruggero.rubino.brsa@lawfed.com

Ruggero Rubino-Sammartano is partner of 

LawFed BRSA, a mid-size commercial firm 

with more than 50 years of experience in 

trans-border transactions and litigations. He 

has a wealth of experience thanks to time 

spent working in international law firms in Lon-

don, New York, Paris and Munich.

His practice is focused on corporate and com-

pany law mainly for foreign clients, by support-

ing their business in Italy. With his team he ad-

vises them in the day-to-day operations, as well 

as in extraordinary transactions, such as M&A, 

or purchase and sale of businesses. 

He builds strong ties with his clients lasting 

over the years, which makes him an important 

interface for the foreign shareholders.

Ruggero speaks English, French, German and 

Spanish in addition to Italian. This helps him to 

dive quickly into the different cultures that he 

regularly works with.

He has lectured at legal conferences and writ-

ten extensively in the field of arbitration and 

mediation.

FRANCE

Alexander Roth
Lawyer, Rothpartners
Phone:  + 33 1 44 90 17 10 

Email:  alexander.roth@rothpartners.eu

Alexander Roth specialises in contract and 

commercial law, civil and commercial litigation 

and business law. He has a Master in Business 

and Tax Law from the University of Paris II, 

Panthéon-Assas and five years of experience 

as a manager at JURISFORM Sarl, a vocation-

al training company for independent legal pro-

fessionals. He speaks English, French, Italian 

and German.

At Rothpartners, three languages are spoken, 

written and used daily: English, German and 

French. Three languages of support and cor-

respondence complement the trilingual exper-

tise: Italian, Russian and Mandarin.

Biculturalism or multi-culturalism surround 

each member of Rothpartners. Essentially 

oriented towards the world of business deals, 

companies and their executives, Rothpartners 

offers consulting, arbitration and litigation for 

companies whose markets are Europe and the 

world.

With a head office in Paris and a secondary 

office in Brussels, home to European institu-

tions, Rohtpartners comprises 8 lawyers and 3 

staff members. The practice thrives amongst a 

group of lawyers with VOVAN & Associes, an 

international practice, lending complementary 

expertise in business consulting and litigation.
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US

William Shawn
Co-Managing Partner  
ShawnCoulson
Phone:  + 202 331 2300 

Email:  wshawn@shawncoulson.com

William Shawn is partner in ShawnCoulson, 

LLP, a member of the ShawnCoulson interna-

tional alliance of law firms in Washington, Brus-

sels, and London, where he is the co-manag-

ing partner, and represents international and 

national corporate, governmental, and trade 

association clients in litigation and commercial 

matters throughout the U.S. 

He is a past participant in the U.S. Federal 

Government’s Attorney Honors Program, holds 

the “AV Preeminent” peer rating by Martindale 

Hubble, and was named a “Top Rated Lawyer 

in International Law & International Trade” by 

American Lawyer Media and Martindale Hub-

bell. 

William has tried over 100 bench and jury tri-

als and arbitrations in Federal and state courts 

and agencies throughout the United States on 

privacy, professional ethics, sanctions, and dis-

covery issues, a number of which are reported 

in published opinions. He is the co-inventor of 

US Patent No. 9,621,539, Method and Appa-

ratus for Securing the Privacy of a Computer 

Network, a secure, algorithmic means of com-

plying with the EU Privacy Directive and its 

forthcoming Regulation counterpart. 

BELGIUM

Steven De Schrijver
Partner  
Astrea
Phone:  +32 2 215 97 58 

Email:  sds@astrealaw.be

Steven De Schrijver is a partner with the Bel-

gian law firm Astrea. He has 25 years of ex-

perience advising large Belgian and foreign 

technology companies, as well as innovative 

entrepreneurs on complex commercial agree-

ments and projects dealing with new technol-

ogies. His expertise includes e-commerce, 

software licensing, website development and 

hosting, privacy law (including GDRP imple-

mentation), IT security, technology transfers, 

IT outsourcing, cloud computing, drones and 

robotics

Steven has also been involved in several na-

tional and cross-border transactions in the IT, 

media and telecom sectors. 

Steven is the Belgian member of EuroITCoun-

sel. He is also a board member of ITechLaw 

and IFCLA. In 2012, 2014 and 2017, he was 

awarded the Global Information Technology 

Lawyer of the Year award by Who’s Who Le-

gal, and in 2012 he received the ILO Client 

Choice Award in the corporate law category 

for Belgium.

Steven has been admitted to the Brussels Bar. 

He holds a law degree from the University of 

Antwerp (1992) and an LLM degree from the 

University of Virginia School of Law (1993).

SWEDEN

Anna Fernqvist 
Svensson
Partner, HELLSTRÖM Law
Phone:  +46 8 22 09 00 

E: anna.fernqvistsvensson@hellstromlaw.com

Anna Fernqvist Svensson is a partner of Hell-

ström Law. Her areas of areas of practice are 

Data Protection Law and EU/Competition Law. 

Since the entering into force of the Swedish 

Personal Data Act in 1998, she has assist-

ed clients to resolve their legal issues including 

work with audits, drafting of agreements and 

policies. She is currently assisting clients with 

advice in connection to the entering into force 

of the GDPR. 

Anna is a member of the Swedish Bar Asso-

ciation and of the Swedish Academy of Board 

Directors (certified director), the ICC Digital 

Economy Committee; the ICC Competition 

Committee, Network leader of the JUC Net-

work on Personal Data and Privacy, DP Forum 

(data protection), SIJU (Swedish Organisation 

for IT & Law), President of the Election Com-

mittee of the French Chamber of Commerce, 

President of Club Södermark (not-for-profit or-

ganisation participating in the Nordic Compe-

tition on the Human Rights) and the Swedish 

Forum for Competition Lawyers. 

She is also a very experienced lecturer. She 

speaks Swedish, English, French, German and 

Italian. 
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QUESTION 1 

What are some of the structures your clients should 
consider putting in place in order to satisfy the EU’s new 
General Data Protection Regulation (GDPR)?

England and Wales –Kerry Beynon (KB) Technical 

measures and good information governance are seen as 

being of equal importance under GDPR. 

Information governance means having in place appropri-

ate policies and procedures and training your staff. 

In terms of technical measures, we are encouraging our 

clients to look at their cyber governance, including Cyber 

Essentials and various other accreditations. This allows 

testing of the IT systems and also the physical infrastruc-

ture of buildings. 

To put in place appropriate technical and organisational 

measures you really need to have carried out an audit 

of the business plus a gap analysis. We then look to put 

policies and procedures around that. It is important to 

keep paper items secure, as well as treating information 

governance and technical measures as being equally im-

portant in a holistic approach.

Sweden –Anna Fernqvist Svensson (AF) We also try 

to assist our clients with policies and training. When it 

comes to audits, I see that many clients find it difficult to 

deal with the practical side of GDPR. I sometimes wonder 

whether I am a lawyer, or someone who has to hold the 

hands of the clients to find out which registers they need 

to be on and which data they are processing.

How can we better help the clients to initiate this piece of 

work is an interesting question, I have a client which now 

has to appoint a data protection officer, a post they have 

never needed before. We had a very interesting discus-

sion about how this would work when handling sensitive 

data, and whether there could be a joint data protection 

officer (DPO) shared with another organisation.

Luxembourg –Cecile Porcher (CP) To avoid redundancy 

with what has already been said, we will just say that we 

provide the same type of advice as my fellow lawyers and 

face the same issues. 

Regarding technical measures, there is a lot of things to 

be done around control, impact and risk assessment so 

there is usually a need for more than one person to be 

in charge of these topics. Given the various tasks to be 

tackled and the reinforcement of the data controller’s lia-

bility, there is definitively a need for a specific person or 

service within the entity to be in charge of that protection.

So one thing for sure we highly recommend is that our 

clients have a DPO or its equivalent, whether or not they 

have an obligation to have one. 

Germany –Kathrin Schürmann (KS) The Privacy Gov-

ernance is a key factor for implementing the GDPR for 

big group companies. When we start a GDPR project we 

usually begin with a GAP analysis to get an overview of 

how the client’s operation worked before within the Ger-

man Data Protection Law. We can then get a good plan 

together for what needs to be done in pursuit of GDPR 

compliance. The most important thing initially, is to struc-

ture the data protection management system for company 

and clients, taking into account privacy governance.

For example, it is important to establish a data privacy 

governance structure on how the company will ensure 

data privacy compliance with new GDPR regulations in 

all entities. Most of our larger clients have chosen a hy-

brid model for their subsidiaries in the European Union, 

which means a central DPO and coordinators in all other 

entities.
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In Germany, it is not new to have the obligation to conduct 

a DPO, so there is usually already one in place. In the 

hybrid model we additionally work with the other subsid-

iaries, using with some kind of data protection coordi-

nators. This provides a pretty good data protection gov-

ernance within the whole group, and ensures that every 

group company will have the same standard of GDPR 

governance.

The hardest work in every company is to document the 

overview of processings, including who has access to 

data and when it will be deleted, as well as the docu-

mentation of all the technical measures including the data 

privacy impact assessment process. It also involves an 

overview of all existing data privacy agreements, updating 

them and putting new ones in place when required under 

GDPR.

It is also important to comply with the transparency obli-

gations under GDPR since there could be claims from the 

affected persons.

Italy –Ruggero Rubino Sammartano (RRS) For some of 

our clients the GAP analysis process is not straight for-

ward, but is definitely the first step towards compliance. 

One size doesn’t fit all, and each client has different data 

management needs, which means different attitudes and 

different measures need to be considered in each case. 

We aim to offer clear visibility of the framework within 

which the client has to operate in, achieving compliance 

with the GDPR while avoiding any business disruption. 

In some environments an external consultant acting as 

data protection officer (DPO) can reduce uncertainties 

and train internal staff to take over the role in the future. 

In other cases, an internal resource is not necessary and 

an external consultant can manage the process on an 

ongoing basis.

France –Alexander Roth (AR) Given our firms’ experi-

ence in Franco-German business relationships, the con-

trast between implementation of the GDPR in France and 

Germany is great. We, in France, are undergoing a com-

plete reversal of the actual systems we already have in 

place with the data protection authorities. We have been 

operating under a preliminary declaration procedure, 

where, prior to collecting data, companies declare the na-

ture of the data plus the amount, value and intended use 

to the French Data Protection Authority (CNIL).

Anna Fernqvist Svensson pictured at the 2016 IR Annual Conference in Amsterdam
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New GDPR compliance requires a complete reversal, be-

cause we are not going to be operating on a preliminary 

declaration basis anymore, but a compliance basis, with 

accountability, responsibility and privacy built-in by de-

sign. This requires familiarising our clients with the new 

GDPR regulations and entails an audit of the company’s 

activities and the nature of the information collected. We 

don’t think this requires the systematic presence of the 

DPO, because that will depend on the nature of the data 

collected and whether the information is sensitive or not.

This is all very new and there is a greater responsibility 

lying on the clients, so we will accompany them, as we 

have been doing for a few years now, in adopting the spe-

cific technical measures and their management.

US –William Shawn (WS) Awareness of GDPR in the US 

is non-existent, except for the most substantial and so-

phisticated companies. 

In the US there is tension between privacy and legitimate 

government concerns around accessing the personal 

information of bad people and there is already a sub-

stantial privacy operation in the US with regulations like 

Sarbanes-Oxley and Dodd Frank.

There is some consciousness around GDPR, with regard 

to the whole regime being changed and a substantial 

liability for violating these rules, so our analysis for cli-

ents focuses on what personal identifiable information the 

company has for EU subjects, and, secondly, what the 

company has to do to protect that information.

Our implementation will focus on appointing data protec-

tion officers and complying with opt-in notifications. We 

expect a groundswell revolution for insurance coverage 

and documentation or indemnification in defence and 

hold harmless cases and such.

There are great opportunities to help bring US companies 

into compliance because of this lack of awareness. 

Netherlands –Bart Sujecki (BS) What we are doing in 

The Netherlands, is not only looking at how to prevent 

data protection infringement, but also how to deal with it 

when it happens.

We advise clients to just imagine there is a data leak and 

consider what steps they should take in order to prevent 

that happening in the first place. There is the danger that 

companies in the Netherlands will be faced with very high 

fines, but the problem is not just how to prevent data 

protection leaks, but how to face them and what to do 

when they occur. 

William Shawn pictured at the 2016 IR Annual Conference in Amsterdam
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The other thing is to discuss how to appoint a data pre-

vention officer. Dutch data protection law does not have 

experience with that, in contrast to Germany.

Belgium –Steven de Schrijver (SS) Companies should 

regularly check the guidelines and communications is-

sued by the WP29 and ICO between now until the entry 

into force of the GDPR in May 2018.

This should involve scrutinising privacy policies and com-

pliance of third parties whom they contract with for their 

data processing and collection activities. Accountability 

will become a key concept under the GDPR and requires 

companies to be able to demonstrate their compliance.

Auditing what personal data they are collecting and what 

they actually use it for is important, as is running Data Pro-

tection Impact Assessments or DPIAs to check whether 

the collected data might pose a high risk to data subjects 

in case of unauthorised disclosure and whether the col-

lection thereof should be notified to the competent data 

protection authority.

Pseudonymisation is a newly introduced and heavily pro-

moted practice under the GDPR. It separates data from 

direct identifiers so that it cannot be linked to a specif-

ic data subject without the use of additional information 

which is held separately. More lenient data protection 

rules and relaxed standards will apply to data controllers 

that use this privacy-enhancing technique. For example, 

the GDPR permits the processing of pseudonymised 

data, for uses beyond the purpose for which the data was 

originally collected. 

Recital 78 and Article 25 of the GDPR list pseudonymi-

sation as a method to demonstrate compliance with the 

GDPR requirements such as Privacy by Design, allow-

ing it to steer a well-balanced middle course between 

respecting the privacy of the data subjects, while still 

enabling the commercial value to be retained and even 

expand the use of the data.

IR Members pictured at the 2017 IR Annual Conference in Berlin
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QUESTION 2 

What opportunities/challenges does full compliance with 
GDPR represent for non-EU businesses operating in your 
jurisdiction? 

Sweden –AF I think it will, of course, increase trust and 

positive PR, as well as ensure avoidance of high fines, 

which can be charged. Companies can also introduce 

more efficient practices. With regard to cross- border op-

erations; from a Swedish perspective, it will be more or 

less the same arrangements with the GDPR as we have 

now – i.e. the same rules.

France –AR We mostly have EU-based clients, but I can 

speak of Franco-German relationships. Germans have al-

ways been more stringent on data protection regulations, 

and our French clients have always suffered from misun-

derstandings, sometimes operating under the belief that if 

they comply with French privacy laws, then they would be 

compliant with those in Germany. This always ends up in 

litigation or long hours of negotiations to exit or remodel 

complicated contracts.

I believe this is an opportunity for businesses to increase 

efficiency in cross-border commerce, enhance reputation 

and image in matters of compliance, and improve deal-

ings with partners in other countries. There are also high-

er fines, which are a good incentive to comply. The fines 

that our national regulatory authority were able to issue 

were capped at 180,000 Euros, which, compared to the 4 

per cent of annual global turnover for GDPR, is a big gap.

Luxembourg –CP According to us, the GDPR have two 

main advantages. The first one is, of course, that it uni-

fies everything: the harmonisation between EU countries 

will simplify EU relationships and avoid the kind of issues 

Alexander refers to. The second advantage is that com-

panies complying with GDPR will generate confidence for 

their clients. 

As far as challenges are concerned, I see one coming 

due to the fact that GDPR concerns data belonging to EU 

Citizens, whether or not the receivers of this data have a 

branch in the EU. With regard to the future, there is likely 

to be a far higher obligation around data protection and 

there will be also be conflicts with the national regulations 

and/or interests of non-EU countries which might lead to 

a renaissance of what happened in 2012 regarding Mi-

crosoft and Yahoo in the US.

Belgium –SS The GDPR will be applicable to any use 

of personal data taking place either as a result of the 

offering of any goods or services to individuals located 

in the EU, or during the monitoring of the behaviour of 

EU-based individuals. The GDPR’s focus on the location 

of the data subjects, rather than on where the data con-

trollers are incorporated, has significantly widened the 

territorial scope of the EU’s data protection legislation. As 

a consequence, any worldwide business with customers 

located in the EU will be subject to the GDPR in respect 

of those customers.

As such, the location where data processing equipment is 

held is no longer a determining factor for the applicability 

of the regulation, and multinational companies cannot by-

pass the protection offered by the GDPR by locating their 

infrastructure outside the EU. They will have to comply 

with the legal rules of the GDPR as well, or otherwise 

face its legal sanctions (i.e. fines up to 20 million EUR or 

4 per cent of annual global turnover) in case of non-com-

pliance. 
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Netherlands –BS There might be an opportunity for 

non-EU companies to show they are compatible with the 

regulations and, by doing so, they could increase their 

business in The Netherlands. What might happen, is that 

certain US or non EU companies might establish branch-

es here that fulfil requirements and use those for the EU 

market, so they can split their services for non-EU and EU 

clients; we will see how it develops.

Germany –KS From my point of view, there are significant 

challenges around a full compliance for non-EU clients. 

This is a lot of work for them, but on the other hand it’s 

also a good opportunity to review their own processes 

and handling of personal data. 

This is an opportunity for those clients to clean up their 

processes and get a better overview of their operations. It 

also allows them to be more compliant, and it is a good 

opportunity for them to gain more client relationships in 

the EU, by being compliant with GDPR. 

Of course, we do have the EU/US privacy shield and 

the standard contractual clauses, but nevertheless if a 

German company has to negotiate with the data protec-

tion authorities in Germany, they always point out that it 

would have been better and more compliant to work with 

a company based in Europe. So compliance with GDPR 

is a good opportunity to address this kind of problem for 

non-EU firms.

Italy –RRS There are multiple opportunities and challeng-

es depending on the perspective from which you see the 

GDPR.

In Italy we had a very detailed Data Protection Act dated 

2003, which was well received and implemented by many 

companies located in Italy. Now, though, it is time to up-

date and improve it in line with GDPR. Companies which 

are already compliant can simply fine tune and others 

can follow suit. The costs for implementing a performing 

data protection system in Italy are reasonable, compared 

to other EU Member States. Once the system is in place 

in Italy, it may be adopted by foreign subsidiaries, subject 

to local customisation.

Following strict rules, although not mandatory, shows the 

strength, fairness and integrity of a company. 

US –WS We may see a migration of data from the US 

companies to European service providers, able to store 

personally identifiable information within the EU to make 

their life easier. Many US companies are confused about 

the jurisdictions and many think that if they do not have 

any physical business in the EU then it doesn’t apply. 

What they don’t realise, especially in online business, is 

that if they are collecting personal ID from EU subjects, 

then they have to comply. We will also see some migra-

tion to service providers in the business of serving mul-

tiple companies, and there is a provision for that in the 

legislation.

England and Wales –KB In terms of the challenges faced 

by non-EU businesses wanting to operate in the EU, it’s 

largely about overcoming the new found reluctance to en-

gage with providers outside the EU because of perceived 

restrictions under the GDPR. Many people now want to 

make sure their data centres are within the EU, so they 

are not facing questions about GDPR transfer of data re-

quirements.

There is an opportunity though, if you are American com-

pany for example, and you can show you are compliant, 

you can enhance your reputation significantly. It’s a dou-

ble-edged sword.
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QUESTION 3 

How will GDPR affect the transfer of data outside the 
European Union in your opinion? 

Germany –KS From my point of view, there are not 

that many changes, but one big thing, of course, is the 

change of liability in the controller/processor relationship. 

The data processor is now more liable for the data trans-

fer and processing. Most of everything else is still the 

same, since we still need the adequacy level for other 

countries among other things.

In Germany, there has always been a strict view on data 

transfers outside the EU and a lot of cases where the data 

protection authorities issued fines against controllers and 

against companies. For example, if they had a data pro-

cessing agreement without a detailed description of the 

technical measures taken by the data controller.

The higher fines under GDPR will mean more effort to put 

proper contracts in place, and check security standards. 

It will be easier for companies that have some kind of cer-

tifications, like the ISO 27001 standards, making it easier 

to comply with GDPR, and easier to work within the EU 

and comply with technical standards. 

Companies have to ensure there is a contract in place 

and they have an overview of the technical standards of 

data controllers.

Netherlands –BS I agree with the German point of view, 

that there will be a big liability issue around contract 

negotiations, and there will be competition between the 

different systems. Certain companies will say they don’t 

want to do business within the EU, because it’s too strict, 

so they might avoid the EU market.

US –WS Implementing best practices internationally is 

going to require some substantial changes in the US. We 

are usually an opt out jurisdiction, but this will be an opt 

in, so there will also be prohibitions, with consent required 

for some things (children under 16 using Twitter, for ex-

ample). It will be a sea change for our cyber world, but 

ultimately these type of requirements will apply to all US 

companies, so it’s going to be a matter of time and we 

lawyers are going to part of the solution.

England and Wales –KB GDPR won’t prohibit the trans-

fer of data outside the EU, but we just might have to do 

things in a different way. I think we will see data control-

lers paying more attention to the due diligence around the 

company they are doing business with. We are generally 

seeing push back on the contractual apportionment of 

liability, with quite a few businesses asking for clauses 

requiring data centres to be based in Europe. I don’t think 

it will stop people from engaging, they just want to do 

things slightly differently, with more attention on the con-

tracts and due diligence. Of course the GDPR sets out a 

clear position on when you can transfer data outside the 

EU and also on the safeguards you have to have in place 

when sending personal data outside the EU, so those 

requirements must be adhered to.

Sweden –AF Actually we had a big scandal in Sweden 

recently, to do with the Swedish Transport Agency. The 

authority for rail, sea and road transport was using for-

eign companies for their IT operations, and information 

about private individuals leaked. Since the scandal, there 

has been more focus on security and the human side 

of the problem. We are only human beings dealing with 

this information, and it’s an important aspect to have staff 

training and to really explain to everyone involved how im-

portant this is. It’s also important to have everyone aware 

of the rules around GDPR. 
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Belgium –SS In principle, personal data transfers to coun-

tries outside the EEA can only take place on the condition 

that these third countries guarantee an ‘adequate’ level 

of data protection. The EU Commission will assess third 

countries’ level of protection by carrying out ‘adequacy 

findings’, which are binding to all Member States. After 

the ‘adequacy’ of the data protection legislation of a third 

country has been acknowledged, international data trans-

fers from EU member states to this recognised country 

can take place without further protective measures being 

required.

As of May 2018, these adequacy decisions of the Com-

mission are subject to periodic review every four years, 

after which adequacy decisions can be repealed, amend-

ed or suspended.

The GDPR also adds a new legal ground for cross-border 

data transfers, meaning they are only lawful and enforcea-

ble if founded on an existing bi- or multilateral agreement 

between the third country and the EU or a EU Member 

State. 

In this regard, data controllers and processors involved in 

transferring personal data outside the EU should regularly 

identify and locate all of their data streams and verify for 

each of these streams whether the receiving country is an 

EEA Member State or a third country recognised by the 

EU Commission as an ‘adequate’ country. 

Luxembourg –CP In Luxembourg, the transfer of infor-

mation outside the EU was, as a basic principle, possible 

only if the country to which the data was to be sent had 

an adequate level of protection. This was except for occa-

sional derogations for very specific cases (for example: 

consent of the data subject, higher public interests, pres-

ervation of the vital interest of the data subject, imperative 

necessity for executing the contract,…). As the evaluation 

of the adequacy level rested upon the shoulder of the 

data controller, it was a huge responsibility to take the 

decision to transfer the data or not. . 

Now, with GDPR, we have two kinds of situation for data 

cross-border transfers (article 45 and 46 of the GDPR) 

In the first one, we will now have standard adequacy de-

cisions taken by the EU commission. The other point of 

advantage, is that it puts in place a general framework 

regarding corporate data storage rules and what is to be 

understood as an appropriate safeguard. In my opinion 

this is a step towards a better protection for data transfers 

and it might actually be a tool which makes it easier to 

transfer outside the EU.

France –AR On the same day that the EU data protection 

regulation 2016 679 was adopted, there were, within that 

packet, two other directives that had a security aspect, 

motivated by the Paris and Brussels attacks. They were 

to do with passenger name records and airline safety and 

the prevention and detection of criminal offences. 

They affect firms here in France and abroad, for example 

travel agencies and aviation companies, because it is one 

exception to certain prohibitions of data collection as set 

out in the GDPR.

Italy –RRS I believe there is a duty to apply the new 

GDPR to the data treatment of EU citizens, even those 

living abroad. Transferring data outside the EU should not 

permit companies to avoid the data protection rules. 

Of course, there is the possibility of leaks and mistakes 

in the treatment that may lead to liabilities and sanctions, 

so, in our experience, it is important that the corporation 

be insured for this kind of liability, in order to transfer the 

risk to the insurance company. 

While the responsibility for any mismanagement might lie 

with the company, having reliable and certified external 

service providers can actively reduce the likelihood of 

accidents, as well as the ultimate liability of the company.
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QUESTION 4 

What solutions are you offering to clients wrestling with 
GDPR compliance and the challenges of the Digital Single 
Market. Any concrete examples?

US –WS Besides obviously making plans for the appro-

priate jurisdiction and the data retention that will take 

place in the US, we do have a patented process, which 

automates the process of developing a secure, GD-

PR-compliant environment which is database agnostic. 

The US patent number is 9,621,539 issued in April 2017 

for our ‘Method and Apparatus for Securing the Privacy 

of a Computer Network’. It tracks and automates compli-

ance for US companies with original data. 

We are applying through the cooperation treaty for pro-

tection for the process within the EU and we will make it 

much easier for entities to comply with GDPR, automating 

a lot of the things that would otherwise be done manually.

France –AR I want to pick up on work we have done here 

with our clients on education. Most users and company 

CEOs aren’t really aware of the threat and the risks they 

are running in certain circumstances. We detect the defi-

ciencies and help them to build their cyber security sys-

tems with the help of specialists. We also give lectures to 

our clients and other companies, to heighten awareness 

and familiarise them with the standards surrounding data 

protection.

England and Wales –KB We have launched a GDPR 

service called Acuity DataGuard, which has a menu of 

options for clients. It starts with a GAP analysis. We pro-

vide a report to tell you where to focus attention for GDPR 

compliance and we also offer a follow up service to help 

with drafting policies and procedures, drafting agree-

ments, negotiating contractual changes and staff training.

We have a 24 hour call out if you suffer a data breach, 

with a hotline that puts clients through to one of our three 

data protection partners. We help clients manage data 

breaches, public relations and the resources needed to 

get services back on track. We collaborate with two oth-

er companies, including cyber security experts Wolfberry 

and software firm Pervade Software. Pervade Software 

has a monitoring tool which monitors IT infrastructure in 

real time and tells organisations if they are being hacked. 

We were short-listed at the Law Society Excellence 

Awards 2017 (Excellence in Technology category) and 

are part of the Wales Cyber Security Cluster, bringing to-

gether and sharing best practice in the cyber industry.

Sweden –AF We have not come as far as Kerry yet, but 

we are assisting our clients, giving advice and helping 

them to draft policies and agreements. We also provide 

staff training if they want that. We try to work very closely 

with clients, and involve different departments such as 

HR, IT and others.

I am a member of the ICC committee for the digital econ-

omy and attend these meetings internationally. I am also 

a network leader for JUC, a Danish network in the field 

of data protection.

Italy –RRS It is impossible to think of one solution as a 

panacea for everything. For every client we make sure to 

evaluate their needs, assessing the actual risks and point-

ing out criticalities. The standard solution is not always 

the most appropriate, so we partner up with the client 

aiming to find the right balance between their business 

needs and the legal framework. The aim is to facilitate the 

smoothest transition possible. 

We use a flexible multidisciplinary team, which is ready to 

face any variables relating to the protection of data.
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Luxembourg –CP Given the size of our firm, we are in 

the same situation as Anna; helping our clients with legal 

issues and compliance reviews. We point out legal issues 

and how to address them, referring them to national data 

protection laws and GDPR. We are partnering with an 

organisation called EuroCloud, in its side-project called 

Cloud Privacy Check. 

EuroCloud is a non-profit organisation aiming to deliver 

digital know how and best practice policies to cloud com-

puting customers and providers, start-ups and research 

centres. It was set up before the GDPR, when there was 

more difference between EU countries. They are chang-

ing their optic now so to integrate the GDPR and its new-

est developments.

Belgium –SS We offer our clients a wide range of servic-

es in order to meet their requirements under the GDPR, 

including conduct GDPR-compliance scans or more ex-

tensive privacy audits, assistance with privacy impact as-

sessment (PIA) and advisory services, such as drawing 

up data breach roadmaps.

We also review legal documents, employment agree-

ments and data transfer agreements, organising staff 

training or awareness sessions if required.

We coordinate technical and security measures and risk 

assessment with established partner firms and cooperate 

with them on data mapping, project management, data 

classification and change management projects for cli-

ents

In the wider Digital Single Market initiative, we advise cli-

ents in the retail sector on how to harmonise their con-

tracts for the supply of goods and services online, end 

geographic restrictions that result in customers paying 

different prices or customers being denied access to 

websites or services due to their location (geo-blocking).

By the same token, The European Commission wants to 

introduce price transparency and regulatory oversight in 

the parcel delivery market in order to promote cross-bor-

der delivery. We work with clients on monitoring and im-

plementing these new measures.

Germany –KS Of course, we offer our clients all the gap 

analysis and the structuring of data management sys-

tems. We also supply IT expertise and pen tests. 

What we have additionally is a tool which is a DIY kit, 

designed to test and comply with GDPR. It employs tem-

plates and explains how to use them. We have our own 

company for online training and GDPR compliance in 

English, German and French.

Netherlands –BS We can check the remaining contracts 

that are applicable and do a risk analysis for the client. 

We also build awareness by giving little lectures and tell-

ing clients about the aspects they have to take into ac-

count with the new regulations. Additionally, as my firm 

is admitted to both the German and Dutch bar, we give 

our Dutch clients an awareness of the German market 

and vice versa. 

Ruggero Rubino Sammartano pictured at the 2017 IR Annual Conference in Berlin



Virtual Series | Countdown to GDPR

UK HEAD OFFICE

IR Global  

The Piggery 

Woodhouse Farm 

Catherine de Barnes Lane 

Catherine de Barnes  B92 0DJ 

Telephone: +44 (0)1675 443396 

www.irglobal.com 

info@irglobal.com 

KEY CONTACTS

Rachel Finch  

Channel Sales Manager 

rachel@irglobal.com

Nick Yates 

Contributing Editor 

nick.yates@scribereconsultancy.com  

www.scribereconsultancy.com

Contacts

! "# $

CONTRIBUTORS

Kerry Beynon (KB) 

Partner - Acuity Legal Limited 

acuitylegal.co.uk/people/kerry-beynon

Anna Fernqvist Svensson (AF) 

Partner - HELLSTRÖM Law 

irglobal.com/advisor/anna-fernqvist-svensson

Cecile Porcher (CP) 

Attorney at Law - Reding Legal 

reding.lu

Kathrin Schürmann (KS) 

Partner  

Schürmann Wolschendorf Dreyer Rechtsanwälte 

irglobal.com/advisor/kathrin-schurmann

Alexander Roth (AR) 

Lawyer - Rothpartners 

rothpartners.eu/en/employee/alexander-roth-3

Bart Sujecki (BS) 

Attorney at Law - Bavelaar Attorneys at Law 

bavelaar.nl/en/partners/bartosz-sujecki

Ruggero Rubino Sammartano (RRS) 

Partner - LawFed BRSA 

irglobal.com/advisor/ruggero-rubino-sammartano

William Shawn (WS) 

Co-Managing Partner - ShawnCoulson 

irglobal.com/advisor/william-h-shawn

Steven de Schrijver (SS) 

Partner - Astrea Law 

irglobal.com/advisor/steven-de-schrijver

https://www.linkedin.com/company/irglobal
https://www.youtube.com/channel/UCyrLIdDikiA-tXFa-mhfd2A
https://twitter.com/ir_global
http://www.facebook.com/irglobal

