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The General Data Protection Regulation (GDPR) came into force across 

the European Union on May 25th 2018. It applies to all businesses and 

public sector bodies that access, use or store (process) the personal 

information (personal data) of an EU Citizen (data subject). It is designed 

to cope with the huge advances in technology and the significant increase 

in the use and methods of storing and processing personal data. 

Since GDPR’s introduction, any company collecting the data of EU citizens 

has had to comply with an array of new obligations, or face severe finan-

cial penalties. Exactly what obligations apply to which organisations, how-

ever, has been a topic of heated debate for the past few years, as com-

panies desperately sought to implement the appropriate systems in time 

for the deadline. Achieving minimum satisfactory levels of compliance has 

been the goal for some firms, while others have worked hard to build com-

prehensive GDPR-compliant data protection systems from the ground up. 

The GDPR ensures that personal data must be processed lawfully, fairly 

and in a transparent manner in relation to the data subject. It must also 

be collected for specified, explicit and legitimate purposes and not further 

processed in a manner that is incompatible with those purposes. 

The ongoing application of this mantra, is one of the most significant prob-

lems facing many businesses, now that GDPR is ‘live’. Troubleshooting 

any potential breaches before they occur is of utmost importance, since 

failure to do so, could cost them up to 20 million euros, or 4 per cent of 

global annual turnover, in fines.

Marketing is a good example of this issue. Stronger legislation under 

GDPR, means that consent will be required, unless a company has a 

legitimate interest in processing data, such as personalising information 

for an existing client. 

If consent is required, then there are various types, including opt-in (explic-

itly asking someone if you can market to them), soft opt-out (inferring they 

must contact you to stop any marketing) or double opt-in meaning you 

must go through multiple layers of permissions before marketing. Under-

standing which of these policies to use will depend on the sensitivity of 

the information being processed and the type of client (business or end 

consumer).

Once data has been collected, the GDPR gives extensive rights to citizens 

around access, restriction and rectification of that information. Importantly, 

individuals can also ask for that data to be erased – the right to be for-

gotten. Clearly then, it is imperative that businesses go about data pro-

cessing in the right way if they want to keep a viable marketing database 

that is fully GDPR-compliant.

The legislation also calls for the creation of new roles within organisations 

to oversee GDPR-compliance, including data processors and controllers. 

Data controllers are deemed to be responsible for the data collection and 

therefore must ensure that any other entity ‘processing’ the data is also 

compliant. This extra level of responsibility has led to contractual issues 

around which organisations are legally deemed controllers over specific 

sets of data. 

The role of the Data Protection Officer has also grown in prominence since 

the introduction of GDPR. DPOs are obligatory for certain companies, and 

act independently, ensuring a company remains compliant with GDPR 

through the course of their operations. 

In the following discussion we speak to nine GDPR experts from a range 

of jurisdictions across the European Union and further afield. We explore 

these new obligations in more detail and tap into their experiences of 

GDPR so far, gaining valuable insight into the challenges their clients have 

faced ensuring ongoing compliance, now that GDPR is ‘live’.
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The View from IR 
 
Rachel Finch 
Channel Sales Manager
Our Virtual Series publications bring together a 

number of the network’s members to discuss a 

different practice area-related topic. The partic-

ipants share their expertise and offer a unique 

perspective from the jurisdiction they operate in.

This initiative highlights the emphasis we place 

on collaboration within the IR Global community 

and the need for effective knowledge sharing.

 

 

 

Each discussion features just one represent-

ative per jurisdiction, with the subject matter 

chosen by the steering committee of the rel-

evant working group. The goal is to provide 

insight into challenges and opportunities iden-

tified by specialist practitioners.

We firmly believe the power of a global network 

comes from sharing ideas and expertise, ena-

bling our members to better serve their clients’ 

international needs.
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ENGLAND

James Simpson
Partner, Blaser Mills Law
  44 1494 478 689 

 jfs@blasermills.co.uk

James is a partner and head of the employment 

team.

He has over 20 years of experience advising cli-

ents on employment and HR matters, including 

employment tribunal and litigation claims. His 

practice also covers non-contentious work 

including the drafting of employment related 

agreements, document and policies together 

with the employment aspects of restructurings 

and transactions, including cross border work, 

normally within the European, Middle East and 

Asia regions (EMEA).

His clients are typically multi-jurisdictional busi-

nesses, SMEs and entrepreneurs, where he 

can bring his experience to help them manage 

risk, grow and expand their business interests. 

He also helps individuals with disputes at work 

and settlement agreements. James has par-

ticular expertise in the education sector, helping 

schools, FE Colleges and world-renowned univer-

sities with employment-related matters including 

safeguarding, academisation projects and spe-

cial educational needs obligations.

BULGARIA

Petya Dobrenova 
CIPP/E
Partner, Karastoyanov, Mitkov 
& Associates Law Office
  359 2 963 05 79 

 dobrenova@lawyers-bg.net

Petya Dobrenova is a Partner at Karastoyanov, 

Mitkov and Associates Law Office and special-

izes in corporate law, contractual law, employ-

ment law and data privacy. She is a Certified 

Information Privacy Professional for Europe and 

a member of the International Association of Pri-

vacy Professionals /IAPP/. Petya has experience 

in advising corporate clients, including multina-

tional companies, for more than 15 years. She 

has focused her work on GDPR for the last year 

and a half preparing entire privacy programs and 

training for different corporate clients and also 

supporting headquarters of multinational com-

panies to implement their own privacy programs 

at the affiliates in Bulgaria. Diversity of business 

fields of her clients makes her enjoy work and 

acquire useful knowledge.

Petya has graduated from Sofia University St. Kli-

ment Ohridski, majoring in international law and 

relations and public administration, admitted to 

Sofia Bar Association in 2006. She speaks Eng-

lish and Spanish. 

LUXEMBOURG

Valérie Kopéra
Counsel, Bonn Steichen & 
Partners
  352 26 0251  

 vkopera@bsp.lu

As an experienced qualified lawyer (Avocat 

à la Cour), Valérie Kopéra focuses on com-

plex business litigation, including a number of 

employment disputes. She has been involved in 

numerous shareholders' disputes and general lit-

igation cases.

Valérie has also a wealth of experience in restruc-

turing aspects and regularly assists middle-sized 

to worldwide groups in general corporate and 

commercial matters. Prior to joining Bonn 

Steichen, Valérie started her professional career 

as a tax advisor in a "Big Four" firm, then had 

six years of experience in corporate, banking and 

financing fields in major Luxembourg-based law 

firms and in an international bank.

Her specialised knowledge, combined with a 

solid civil and general commercial law back-

ground, allows her to have a global approach to 

clients' needs.

Valerie was admitted to the Luxembourg Bar in 

2007. She attended the University of Nancy in 

France, earning a post-graduate Master degree 

in Business Law in 2004.
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TURKEY

Erdem Balkan 
Partner, Guzeldere & Balkan 
Law Firm
  90 212 244 8494 

 balkan@guzeldere-law.com

Erdem Balkan is a partner in Güzeldere & Balkan 

Law Firm. He has been advising clients from 

a wide range of industries such as cosmetics, 

automotive, media and entertainment, construc-

tion, and FMCG. His fields of expertise include 

competition law, television and media, intellectual 

property, corporate affairs, M&A and data protec-

tion.

Erdem has advised on the corporate modeling 

of numerous national and multinational establish-

ments, realised their incorporations, consulted 

clients on their day-to-day corporate matters, 

worked on several M&A projects, and has espe-

cially consulted multinational clients on estab-

lishing secure distributorship agreements from 

a Turkish competition law point of view. Due to 

recent developments, he has lately been con-

ducting compliance projects regarding the EU 

and local data protection rules with other mem-

bers of his firm. He has an LL.B. degree from 

Marmara University (Istanbul), an LL.M. degree 

from Istanbul Bilgi University (Istanbul), and a 

second LL.M. degree from Vanderbilt University 

(Tennessee, USA).

SWEDEN

Anna Fernqvist 
Svensson 
Partner, Hellström advokatbyrå 
kb
  46 211 97 26 54 10 

 anna.fernqvist@hellstromlaw.com

Anna Fernqvist Svensson is a partner of Hell-

ström Law. Her areas of areas of practice are 

Data Protection Law and EU/Competition Law. 

Since the entering into force of the Swedish Per-

sonal Data Act in 1998, she has assisted clients 

to resolve their legal issues including work with 

audits, drafting of agreements and policies. She 

is currently assisting clients with advice in con-

nection with the GDPR.

Anna is a member of the Swedish Bar Associa-

tion and of the Swedish Academy of Board Direc-

tors (certified director), the ICC Digital Economy 

Committee; the ICC Competition Committee, 

Network leader of the JUC Network on Personal 

Data and Privacy, DP Forum (data protection), 

SIJU (Swedish Organisation for IT & Law), Pres-

ident of the Election Committee of the French 

Chamber of Commerce, President of Club Söder-

mark (not-for-profit organisation participating in 

the Nordic Competition on the Human Rights) 

and the Swedish Forum for Competition Lawyers. 

She is also a very experienced lecturer. She 

speaks Swedish, English, French, German and 

Italian.

GERMANY

Kathrin Schürmann
Partner, Schürmann Rosenthal 
Dreyer 
  49 30 21300280 

 schuermann@srd-rechtsanwaelte.de

Kathrin Schürmann has been a partner at Schür-

mann Rosenthal Dreyer since 2007. She special-

ises in IT and data protection law as well as com-

petition law. 

A special focus of her work is consulting compa-

nies in the areas of digital business, technology 

and media. The lawyer and privacy expert super-

vises both national and international clients in the 

implementation and development of new (dig-

ital) business models. Additionally, she advises 

on data protection and IT law, as well as com-

petition law, e.g. in the development of Big Data 

concepts, mobile / online marketing, BI concepts 

and the legal support of new marketing concepts. 

In addition, Kathrin Schürmann provides compa-

nies with her expertise when it comes to classic 

themes such as: the structuring of international 

data flows, outsourcing, drafting and negotiating 

privacy and IT-law contracts and of group-wide 

data protection concepts, binding corporate rules 

or IT and data protection audits.

Kathrin Schürmann was named one of “Germa-

ny’s Best Lawyers” in the field of intellectual prop-

erty law by the Handelsblatt in the latest rankings.
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BELGIUM

Maarten Van 
Staeyen
Partner, QUORUM
  32 3 337 35 20 

 mvs@quorumlaw.eu

Maarten Van Staeyen holds a master’s degree 

in law (University of Antwerp 2005) and a mas-

ter’s degree in corporate law, option financial law 

(University of Ghent 2006), both obtained magna 

cum laude.

As from 2006 until 2016 he was a member of the 

M&A team of Stibbe in Brussels and Hamburg. In 

2015 he was promoted counsel and head of cor-

porate services at Stibbe Brussels.

He joined Quorum as a partner in January 2016. 

Maarten focuses on mergers & acquisitions, pri-

vate equity, (semi-) public enterprises, public 

– private partnerships, restructuring and share-

holder disputes. He has acquired a significant 

experience in real estate transactions.

He is registered as a lawyer at the Brussels bar. 

He speaks Dutch, English and French and has a 

working proficiency of German.

Quorum is a boutique firm that provides special-

ised legal services to local and international com-

panies, investors and governments, in the areas 

of corporate, M&A, PE, VC and tax.

The practice of the firm provides transactional, 

advisory and procedural services. Clients appre-

ciate our responsive, specialised, effective and 

dedicated approach.

FRANCE

Anne-Marie 
Pecoraro 
Partner, ATurquoise
  33 0 15376 8170  

 apecoraro@aturquoise.com

Anne-Marie Pecoraro is the founding partner of 

the law firm ATurquoise specialised in IP, TMT, 

entertainment, communication and public affairs. 

She assists clients in contracts negotiation and 

litigation cases, and has extensive expertise in 

communication strategies, from privacy right pro-

tection to crisis communication. She represents 

numerous talented performers, key actors in the 

entertainment industry, institutional and non-profit 

entities.

Anne-Marie represents a wide variety of clients 

from different countries, (in particular the USA, 

Switzerland, India, Hong Kong, Singapore, and 

China) from international companies to individ-

uals, artists, authors, leading fashion designers, 

agencies in the entertainment sector, media com-

panies, institutions and foundations with global 

actions. Thanks to this diversity, Anne-Marie and 

her team have developed crosswise skills in mat-

ters combining intellectual property and philan-

thropy, corporate, tax and labour law. 

Anne-Marie's activities in Brussels allows her firm 

to be closer to the strategic European decisions 

that are currently taken regarding the entertain-

ment industry interests. In this respect, Anne-

Marie has prepared many tools to help her clients 

audit their contracts and make sure they will be 

compliant with the European rules notably related 

to territoriality.

U.S. -  CALIFORNIA

Jake Schwarz 
Partner, Pacific Crest Law 
Partners
  1 415 398 5300 

 jake@pacificcrestlaw.com

Jake focuses on representing emerging growth 

and high technology companies. He has a broad 

range of corporate expertise, including advising 

clients with respect to business formations, equity 

and debt financings, mergers & acquisitions, 

licensing and joint ventures, intellectual property 

protection, and employment law counselling. His 

clients include technology companies in indus-

tries such as software, biotechnology, semi-

conductors, systems integration, environmental 

sciences, and aeronautics as well as businesses 

in more traditional industries such as food, com-

munications, educational services, and retail.

Jake was most recently a partner at K&L Gates 

where he was responsible for founding and 

building out the firm's Silicon Valley corporate 

practice. Prior to K&L Gates, he was a share-

holder at Thoits, Love, Hershberger and McLean 

in Palo Alto where as part of his business law 

practice he headed the firm's trademark, copy-

right and trade secrets group. Jake began his 

legal career as a commercial litigator with the 

San Francisco office of Orrick, Herrington and 

Sutcliffe.

Jake holds a J.D. from Harvard Law School and a 

B.A. magna cum laude from Claremont McKenna 

College. Originally from Daly City, he resides in 

San Francisco with his wife, daughter and son
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SESSION ONE - MARKETING 

How has GDPR been implemented into the marketing 
strategies of your clients – have you seen any 
difficulties arising in relation to compliance with 
regulations? 

James Simpson – England (JS) When 

GDPR first came out, there was a con-

cern among lots of businesses that it 

would completely stop any form of direct 

marketing. The thinking was that most 

marketing databases, which had been 

put together over significant periods of 

time, had suddenly become useless and 

would have to be deleted. Certainly some 

of the first movers who were trying to get 

ahead of the game in terms of getting 

ready for GDPR took that approach.

What we found as we got closer to dead-

line day, was that the Information Com-

missioner’s Office (ICO) in the UK was 

issuing slightly softer guidance, saying 

that direct marketing could be a legiti-

mate interest.

So rather than having to go down the 

consent root, the ICO was comfortable 

with legitimate interest being a basis for 

retaining databases, but said there was 

a distinction between the B2B (busi-

ness-to-business) market and the B2C 

(business-to-consumer) market. 

That was primarily because of non-GDPR 

regulations around the privacy of elec-

tronic communications (PECR), that has 

a slightly different application in relation 

to direct marketing. It requires some form 

of soft opt-in or soft consent in a B2C 

scenario.

A lot of our clients who left GDPR com-

pliance late, have approached it on a 

risk basis and have really taken a more 

relaxed approach when complying with 

data protection obligations under a B2B 

scenario. Of course, in terms of accuracy 

and retention of data, strict rules apply, 

but, otherwise, when marketing to busi-

nesses, appropriate unsubscribe options 

are acceptable. There are some small 

nuances within that, because partner-

ships and sole traders are regarded as 

individuals for the purposes of PECR.The 

ICO has given guidance on how to under-

taken legitimate interest assessments, 

including the three-pronged test to deter-

mine whether there is a legitimate pur-

pose for direct marketing and balancing 

out the harmful nature of marketing to 

individuals. Companies are using that test 

as a backstop to show that they've been 

through the correct thinking and applied 

the correct logic in terms of the marketing 

they're doing.

For B2C, it's slightly more difficult, but 

where there has been some form of soft 

opt-in, or they've provided services to an 

individual before, then companies can 

apply a soft repositioning, where they 

can ask an individual to let them know 

if they would prefer to cease contacting 

them. So, rather than asking for express 

consent, it is pointing people towards an 

opt-out, rather than an opt-in.

Companies might even break things 

down further to past clients, current cli-

ents, future clients and prospective cli-

ents - both on the B2B and the B2C side.

Every company has their level of risk 

appetite; some are prepared to be slightly 

more on the edge, while some want to be 

super cautious because they have brand 

issues which they need to be concerned 

about and that's just their policy.

Anna Fernqvist Svensson – Sweden 

(AFS) Around the 25th of May this year, 

there were so many emails coming in, 

some of them requiring consent and 

some of them containing only informa-

tion on the processing of personal data. 

Many made a strategic decision to collect 

consent. 

I don't know if that is good or bad, but 

for many it was also a misunderstanding 

that you needed consent. So many com-

panies sent out emails asking for consent 

and lost a large amount of their existing 

customer base as a consequence.

What is more relevant in Sweden at 

present is the upcoming EU e-privacy 

regulation.

In Sweden there are not many discus-

sions on this new EU e-privacy regulation, 

which is a bit surprising. We don't know 

exactly how the text will be formulated, 

but there is a risk at least that consent will 

be needed, not only in the B2C relation-

ships, but also in B2B relationships. In 

Sweden, when it comes to B2C, you have 

to apply the Swedish Marketing Practices 

Act, which stipulates in detail when you're 

allowed to send out emails with mar-

keting messages, and when a soft opt-in 

solution is required for consumers.

England – JS One of the interesting 

things, is that the e-privacy regulations 

are different across Europe. When we've 

been dealing with American companies 

or New Zealand companies, them trying 

to understand what they can and cannot 

do in each of the European jurisdictions 

has been quite interesting, because you 

have double opt-ins, opt-outs, soft opt-

outs - it is all very different.

I will be very interested to see how that 

regulation nets out, albeit the UK may not 

be party to it.

Jake Schwarz – California (JSZ) I cannot 

speak for the whole US market place. 

Rather, our focus has been primarily on 

emerging growth companies and tech-

nology start-ups. Candidly, nuance is not 

a strength of the US start-up ecosystem 

and so we see a lot of these rules about 

opt-in versus legitimate interest being 

treated as a distinction without a differ-

ence.

While the European continent is viewed 

as one marketplace to a lot of start-ups, 

they are faced with a myriad of different 

privacy rules that they have to follow. 

What we're seeing is companies that are 

in growth stages revamping their entire 

marketing approach. There is a lot more 

use of influencers and targeted viral 

advertisements that carry with them a vol-

untary opt-in. Basically, a “non-legal” path 

to compliance.
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When we refer clients serious about com-

pliance to our friends in Europe and they 

are then told there's approximately 25 dif-

ferent key privacy regulations they need 

to follow they start to think about alter-

native approaches. A quote in a recent 

New Yorker magazine article about Mark 

Zuckerberg summarises Silicon Valley’s 

instinct to try to solve the problem from 

any direction other than head on: 

“Scaling and growth are everything while 

individuals and their experiences are sec-

ondary to what is necessary to maximise 

the system - move fast and break things - 

that's the DNA of Silicon Valley.”

So, the credo in Silicon Valley remains 

that when in doubt, avoid the regulations 

at all cost by just trying to go in a dif-

ferent direction. In terms of marketing, 

that has presented itself through using 

on-line influencers and different types of 

marketing campaigns that make it clear 

you are providing opt-in, or double opt-in 

if necessary. It’s about trying to clear 

the runway no matter what on the front 

end rather than having to re-architect 

your entire back end. As such, legitimate 

interest is being viewed by clients used 

as a lifeboat, i.e., if all else fails we can 

argue that we still have legitimate interest.

Erdem Balkan – Turkey (EB) In Turkey 

there is a law similar to GDPR, which 

is the Turkish Personal Data Protection 

Law No. 6698 (“TPDPL”), and the con-

sent process is pretty much the same. 

The opt-in procedures are almost same 

as GDPR. So, when it comes to compli-

ance with GDPR, it's not a hard issue for 

Turkish companies because they also 

have to comply with the TPDPL. 

TPDLP doesn’t refer to B2B or B2C con-

tacts. The main analyses TPDLP makes 

are, whether a person is a natural person 

or not in order to be within the scope of 

TPDLP and also whether we can iden-

tify such natural person by the data we 

collect or we receive anyhow. In Turkey, 

the topic of e-commerce is regulated 

mainly under the Law on the Regula-

tion of Electronic Commerce No.6563 

and other relevant legislation. Such leg-

islation actually speaks about the differ-

entiation of B2B and B2C concepts and 

also regulates an intersection with TPDLP 

regarding commercial electronic mes-

sages (“CEM”) (e.g. SMS, e-mails, voice-

mails) since such messages also con-

tain personal data. In B2B relationships 

e-commerce legislation does not require 

consent for CEMs but soft opt-out option 

is mandatory. On the other hand, in B2C 

relations, you have to be compliant with 

e-commerce legislation and you have 

to acquire an explicit consent for CEMs 

sent out for marketing purposes specifi-

cally with an opt-out option. E-commerce 

legislation has very strict content require-

ments, but unfortunately, it doesn't matter 

how parallel it is with GDPR, consents 

regarding this legislation are required to 

be acquired independently from the con-

sent required under TPDLP. 

However, of course there are some dif-

ferences, specifically with regard to data 

protection officers (DPO) which we will 

discuss later. The main question we get 

from clients in Turkey though, is how 

GDPR is going to apply to tourists who 

are residents of the European Union. 

We have a lot of tourists coming in and 

especially retail chain stores wish to col-

lect their data. The question we get from 

clients is, what happens if there is a 

non-compliance with GDPR. 

For companies which have subsidiaries 

in the European Union, we tell them that 

their subsidiaries can receive penalties, 

so they have more reasons to comply 

with GDPR. However, if it’s just a local 

hotel and most of their customers are 

from the European Union, we do have 

a hard time trying to convince them that 

they have to comply with GDPR. 

When approached with a view to ensure 

compliance to GDPR and TPDPL, clients 

often fear that we are trying to have them 

delete all of their personal data which 

took long years and hard work for them to 

accumulate, and they sometimes refrain 

from taking action. Turkey is still in the 

adaptation period to the new data pro-

tection legislations and it will take some 

more time to see how this will directly 

affect the Turkish market. We also have 

Turkish clients who have appointed DPOs 

in the European Union, so actually things 

are happening pretty fast.

Maarten Van Staeyen – Belgium (MVS) 

We have had to educate our clients to 

some extent, because some had the 

wrong idea about GDPR. Once we had 

explained to them how it works, there 

was a lot of disbelief and panic, as many 

thought it would become impossible to 

do any marketing and indeed hamper 

operations.

As we have already seen, there are a 

couple of grounds that make it legal to 

do direct marketing, while there is also 

the legitimate interest situation, which 

applies, alongside the consent model. 

What we see in practice, is that both are 

used, and it depends on the risk profile or 

the risk acceptance appetite of the client 

in question. I've seen a bank invoke legit-

imate interest on the one hand, while, on 

the other hand, I have seen small busi-

nesses who don’t want to take the risk 

in a similar situation and ask for full con-

sent.

James mentioned the soft consent 

option, which is problematic in my view, 

since it may not qualify as full consent 

under GDPR.

Valérie Kopéra – Luxembourg (VK) As 

a general observation, we have noticed 

two different approaches of our clients 

about compliance with the GDPR. Some 

clients, mainly the large international 

groups, have always been extremely pru-

dent when dealing with personal data and 

had all of the necessary security meas-

ures and procedures in place before the 

entering into force of the GDPR. Small 

and middle-sized companies feel some-

times less concerned. Some of them 

don't really assess the risks linked to the 

non-compliance with the GDPR, not only 

in terms of fines, but also for the reputa-

tion of their business.

There's a real need to educate those 

clients. The general concern of most of 

our clients is that the implementation of 

GDPR shouldn’t affect existing relation-

ships with their own clients. 

Our role is to advise them on how to 

smoothly introduce GDPR into their day-

to-day operations, especially when it 

comes to marketing.

In that respect, our clients have to adapt 

their marketing strategies. They need 

notably to take into account the nature 

of data processing requirements, and 

the relationship they have with the data 

subjects (B2B or B2C), in order to first 

determine the legal basis for processing 

the data. The methods used previously to 

attract prospects or to retain clients have 

to be revised in the light of the GDPR prin-

ciples.

Whenever possible, our clients are relying 

on legitimate interest as main legal 

basis, rather than on consent. Legitimate 

interest generally serves also as grounds 
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for further processing of personal data, 

for instance when data are used for mar-

keting purposes following a previous 

commercial relationship.

In the business-to-business (B2B) sce-

nario, contacts are more likely to rea-

sonably expect a further processing of 

their personal data and that processing 

is less likely to have a significant impact 

on them personally. In a business-to-con-

sumer (B2C) scenario, we generally 

advise our clients to be rather cautious, 

and analyse carefully whether the per-

sonal data is being processed in circum-

stances where the data subject reason-

ably expects further processing.

Anne-Marie Pecoraro – France (AMP)

Our clients in France have already 

adopted the spirit of GDPR, with the view 

that GDPR is an opportunity. Our national 

supervisory authority promotes the idea 

that it's a strong tool for EU companies 

to be stronger in other markets, because 

the GDPR structure will have such an 

influence on the non-EU market.

We help our clients to implement the reg-

ulation progressively through very prac-

tical solutions and rigorous mindsets, 

including in their marketing strategies. 

Relating to this specific area, we have 

developed with our clients a pedagogy 

that involves trying to implement opt-in 

from the beginning of a project to estab-

lish solid ground with their clients. If our 

clients implement consent very deeply 

from the beginning, they can use it as a 

tool to enhance business and become a 

stronger competitor in each market they 

work in. 

With regard to business-to-consumer 

(B2C) interactions, it is better for the cli-

ents to obtain the opt-in, or the double 

opt-in. Nevertheless, it appears that 

sometimes we can work with exemptions 

though, especially for charities. The two 

main exemptions to opt-in, are when the 

consumer is already a client of the com-

pany, consuming the same products or 

services that are being marketed, and 

when the marketing is not commercial 

in nature. When the marketing is around 

the development of non-profit impact and 

influence in society, working without con-

firmation of the consent appears easier 

in these circumstances.

With regard to B2B interactions, the infor-

mation regime that applied before the 

GDPR is maintained. If marketing was 

done on an opt-out basis before, then 

that still applies, but an option to opt-out 

(easy and free) must be given to the data 

subject. It may be noted that the solic-

itation object has to be in relation with 

the prospect’s job. In addition, generic 

email addresses are free from the rule 

of consent, because they are not seen 

as personal.

We also work on clarifying the key con-

cepts that allow our clients to work on the 

basis of legitimate interest. Nevertheless, 

even though the legitimate interest was 

specified through the GDPR, it appears 

that it remains a vague notion which 

does not allow to secure all data pro-

cessing. The use of “legitimate interest” 

can be interesting but it implied to make 

an ethical reflection in order to guarantee 

data is used for a purpose that data sub-

jects can expect and which does not 

affect their rights and freedoms. 

Finally, our National Supervisory Board 

is really keen to cooperate with the 

other supervisory authorities in the EU 

to expand the international impact of 

GDPR. It recently made a ruling against 

Google about the right to be forgotten, 

asking Google to apply the right to be 

forgotten to all EU citizens. Google 

agreed to apply that principle in French 

territory, but the French authority believes 

that right should be applied without terri-

torial limitation.

The case has been filed with the Euro-

pean Court of Justice (ECJ) to assess 

if the right to be forgotten also applies 

to other internet companies and should 

be applied, not only in France when 

requested, but all over the world. The 

outcome should be very interesting to 

follow.

Petya Dobrenova – Bulgaria (PD) We 

believe a good strategy approach for 

marketing, is the use of different loyalty 

programs with clear UVP /Unique Value 

Proposition. This UVP should really be 

beneficial for customers and prospects 

in order to achieve positive involvement. 

We also take into consideration the 

opinion of the European Union’s Article 

29 Data Protection Working Party 

(WP29), that offering incentives is not 

in contradiction with the requirement of 

consent to be freely given. However, we 

always try to structure such marketing 

programs carefully in order to keep the 

balance. The really great thing about 

GDPR and local provisions in the field of 

e-privacy is that they force businesses to 

reconsider their UVPs and make assess-

ment on where this business stands 

among competitors on the market. This 

may well show the importance of the 

synergy between legal strategy, on one 

hand, and on the other – marketing and 

sales strategies. 

For active clients, where applicable, we 

recommend using legitimate interest 

as legal grounds for data processing. 

Regardless of the particular legal ground 

used, we strongly advise our clients to 

immediately terminate direct marketing 

activity when signs of disagreement are 

present in a data subject. Therefore, 

proper technical mechanisms for fol-

low-up should be present. 

Kathrin Schürmann – Germany (KS)

Many of our clients rely heavily on online 

marketing or are providers of online mar-

keting solutions. 

Due to the rules implemented into 

German law under the e-Privacy Direc-

tive not much has changed with GDPR 

concerning newsletter-marketing and 

email-advertisement. Even though there 

has been a lot of confusion, most com-

panies did not have to change their gen-

eral approach to become GDPR com-

pliant. In a contractual relationship, a 

company can oftentimes facilitate its 

legitimate interest, outside of that a com-

pany will most likely have to obtain con-

sent in order to get in touch with a poten-

tial customer.

This has not been the case for other 

means of online marketing. The use of 

cookies, retargeting techniques and ana-

lytics has been a much debated topic. 

The German data protection authorities 

have issued statements concerning the 

use of Google and Facebook products 

that have caused heavy insecurity within 

the online community. Many companies 

decided to stop using Facebook custom 

audiences and pixel while some compa-

nies opted to put up consent walls on 

their website in order to use cookies.

We advise our clients to rely on their 

legitimate interest if at all possible. Some-

times companies will also be able to put 

in place contractual clauses that legiti-

mise certain data processing, e.g. when 

it comes to customer insight analytics. In 

this area, our clients also experience a 

clear improvement/facilitation compared 

to the very restrictive old legal situation. 

The GDPR provides more possibilities 

which can be used within the scope of 

customer analytics.
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SESSION TWO - INFORMATION PROCESSOR / CONTROLLER ROLES 

GDPR requires a clear definition of role in terms of who 
controls information and data. How has this regulation 
been implemented in your jurisdiction?  
Are any interesting issues arising?

California – JSZ It's been an interesting 

experience. What we're seeing are tem-

plate processor agreements sent to us in 

PDF form that are purportedly non-nego-

tiable. They are being presented as having 

been created just to comply with GDPR 

and, given the proclivity of software as a 

service (SaaS) marketplaces here, there’s 

been a cascading effect.

For instance, every SaaS platform I see is 

hooked into a myriad of other platforms 

behind it. Everyone is pushing their PDF 

version of purportedly non-negotiable 

GDPR-compliant clauses. As lawyers, we 

read these clauses and often see names 

of companies that shouldn’t be included, 

dates that have no relevancy whatsoever, 

and wonderful grabs at unlimited indem-

nification.

Basically, we are seeing back-door 

attempts to renegotiate risk allocation that 

was settled during the master agreement 

negotiations through the use of processor 

addendum. In fact, it is now common-

place for an in-house counsel at a large 

company, wishing to know as little about 

GDPR as possible, to send the addendum 

and say their privacy lawyers insist it be 

signed as-is and on a non-negotiable 

basis. But, what is presented as being 

“merely GDPR compliant” is often much 

more than that upon review. 

So that's where the fun begins, because 

most companies with SaaS platforms are 

trying to market their systems to bigger 

companies. That's how you grow. Those 

bigger companies often have more expo-

sure than the smaller SaaS platforms and 

also have more resources. So when we're 

talking about the 4 percent fine on turn-

over, that's a huge exposure even for a 

start-up that might have raised one hun-

dred million dollars as a unicorn in Silicon 

Valley. These locked .pdf addendums, if 

not reconciled with the risk allocations 

previously agreed upon at the master 

agreement stage, create giant risks to the 

start-up.

To try to mitigate these issues, we've 

advised people to try to be proactive 

through unilaterally updating their data 

security policies to be GDPR compliant 

and then instituting opt-in click throughs 

with their customers accepting these 

changes. We've also advised clients to 

put a GDPR-compliant processor default 

agreement in contracts, to try to grab that 

land back before it gets thrust upon them. 

We also see GDPR as a huge strategic 

advantage for European start-ups. Five 

years ago, European start-ups would have 

to reincorporate in Delaware in order to 

take on the US marketplace, because 

big companies would only want to con-

tract with US companies here in the US. 

We're now seeing a diametrical shift. If you 

are a well vetted, privacy by design com-

pany from the ground up in France, then 

you may actually have a better chance of 

closing a deal with a big company in the 

US because there is an understanding 

developing that European companies 

have GDPR in their DNA. Bigger com-

panies here in the US know that Silicon 

Valley companies are racing to catch up 

and, often, spinning their wheels in doing 

so.

Germany – KS Many of our clients have 

updated their data processing agree-

ments at the beginning of the year. The 

new DPAs are more specific and compre-

hensive in comparison to the old ones. 

Most companies did not anticipate that the 

GDPR could affect control of data.

In German data protection law joint con-

trol has been widely overlooked by com-

panies and data protection authorities. 

The German data protection law did not 

include provisions specifically addressing 

joint control. Although the GDPR mentions 

joint control most consultants only consid-

ered joint control for cloud applications 

or jointly operated big data applications 

etc. That changed however with the judge-

ment of the ECJ concerning Facebook fan 

pages that specifically stated that Face-

book and the company maintaining the 

fan page can be joint controllers. 

Many companies that previously assumed 

that they process data only on behalf are 

now considering joint control. Specifically, 

in groups of companies, a rethinking is 

currently taking place, particularly with 

regard to the transfer of data within corpo-

rate groups. This is a development that is 

in the early stages and that we will have to 

observe in the months to come.

England – JS There was a mass push 

in the run-up to the GDPR implementa-

tion date in May when everybody just 

sent out template processing agreements. 

Some got signed, and some didn't and 

I just thought it was complete madness, 

because these agreements were sitting 

outside commercial terms. I've got cli-

ents who have 9,000 contracts which say 

something different about data protection 

under the old regime, so how do you go 

through all of that in order to try and estab-

lish what the parties are going to do under 

GDPR?

There was a significant overkill by lawyers 

in terms of advising clients on what they 

needed to do.

We found a lot of resistance from clients 

who were getting these agreements, or 

sending them out, saying do we really 

need to do this. 

Over time we have managed to create 

much shorter versions, because unfortu-

nately you have got to deal with articles 

32-36 if data is being shared, but we 

moved into what we call our short form 

terms.

They sit on order acknowledgement forms 

or order issue forms and have a very 

simple follow the GDPR requirement lifted 

from the article. They simply state what 

will happen to data when an order is pro-

cessed, there are no massive indemnifi-

cations included unless absolutely neces-

sary.

It has been a real problem, and I don't think 

anybody has come up with a really good 

solution to get around it yet. I think it's just 

something that's going to work through as 
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parties renegotiate or enter into new con-

tracts with customers. They're just going 

to update the provisions to incorporate 

GDPR at that stage.

I’ll conclude with what the UK govern-

ment is saying to UK businesses about 

Brexit and data protection. If there's no 

deal, the UK will be considered as a third 

party, like our American colleagues, for 

the purposes of data protection and data 

transfer.

This needs to be in accordance of GDPR 

terms and we've been told that the Euro-

pean Commission will not consider an 

adequacy decision until we leave, so 

there may be a gap. The advice the gov-

ernment's giving to UK businesses is to 

put some model agreements in place, 

with model terms for any data transfers 

coming out of the EU into the UK and 

vice versa.

As we get close to May, depending on 

how the negotiations go, another circle 

of template agreements will be produced 

and sent out to partner companies in the 

EU saying we now need to have some-

thing in place in order to comply with 

GDPR on cross-border transfers. We 

shall see though, because I don't think 

anybody really knows how the Brexit 

negotiations will play out.

Luxembourg – VK The definition of 

the controller is more or less difficult 

depending on the structure of the organ-

isation and of the group of companies 

concerned. For instance, an investment 

fund structure (often used structure in 

Luxembourg businesses) involves a lot 

of different entities and agents, such as 

management companies and brokers, 

which combine a lot of different activi-

ties implying a huge amount of data pro-

cessed. This structure can create com-

plex issues in terms of liability around the 

control of data. 

The situation would be more or less the 

same when international groups, com-

prising EU and non-EU companies, are 

concerned, with a lot of data sharing 

under different forms (common IT 

system, sub-contracting, service agree-

ment, etc.). In these complex situations, 

once the controller has been defined, 

another issue comes to discussion is 

how to formalise the compliance obliga-

tions of each entity within GDPR. 

In this respect, we generally advise our 

clients to draw up separate contracts 

dedicated to GDPR obligations, rather 

than to add additional clauses or to try 

to renegotiate existing commercial agree-

ments. Psychologically, this seems to be 

better accepted.

Another topic is about raising aware-

ness of the employees and agents of all 

the companies involved about their own 

responsibility about compliance with the 

GDPR, especially in terms of confiden-

tially.

Sweden – AFS What is discussed a 

lot in Sweden, is perhaps a very simple 

question, but the discussion around it is 

very intense.

It concerns who is actually a controller 

of data and who is a processor. Around 

May 2018, everyone wanted to have their 

data processor agreement (DPA) signed, 

and there were just so many agreements 

to be signed. Then, after a while, people 

started to wonder whether the DPA was 

really needed.

I am a member of a Nordic data protec-

tion organisation called Forum för Data-

skydd, and we have written a long list 

to the Swedish Data Protection Authority, 

asking them to come up with an explana-

tion with guidelines on this subject.

We need to know when a DPA is, in 

fact, needed and I think the answer will 

be that the guidelines will be very gen-

eral. The UK Information Commission-

er’s Office (ICO) has written some guide-

lines, as has the Danish Data Protection 

Agency, Datatilsynet.

So at the moment in Sweden, we use 

these two sets of guidelines to try to find 

out when a DPA is really needed. Some 

clients try to renegotiate the commercial 

terms, and put in more or less anything 

in the DPA, but there is a difference if 

you compare Sweden with the UK. We 

normally have simpler agreements, 

which are much shorter with many ref-

erences to GDPR. We do not have the 

Anglo-American style with very long 

agreements and a lot of text.

France – AMP We have created some 

practical tools to help clients with their 

information processor roles, depending 

upon the size of the organization and 

what is at stake. When possible, we try 

not to renegotiate all the agreements, 

but offer practical methodology including 

several levels of service instead.

First, we provide the clients with a letter 

to be sent to their processors in order to 

inform the latter about these new rules 

which have increased their responsibili-

ties. This first tool allows the clients to 

show their co-contractors that they are 

aware of this new distribution of roles. 

We also have some standard terms that 

we propose to our clients as an alterna-

tive allowing to be compliant while saving 

time and costs. 

In addition, we can engage with the 

different processors, and ask them to 

answer a list of questions we have estab-

lished about security and their other 

commitments. Sometimes, to reassure 

our clients, we even propose to meet 

some of their processors so that we can 

check the level of compliance and help 

them to aid compliance with GDPR if 

needed. 

Finally, we rewrite the standard terms, we 

work on the agreements and we explain 

to all stakeholders how GDPR works. 

We emphasise that GDPR directly reg-

ulates the processors for the first time, 

meaning they have to comply with a lot 

of specific obligations. Therefore, the 

GDPR implies a change of philosophy 

because, before, with the French law of 

1978, we experienced a lot of debates 

around who processes data, and who is 

the controller. The main difference is that 

before the GDPR, the controller was fully 

liable and the processor stayed in the 

background.

Now, we must be ready for a change 

of culture and to approach data pro-

cessing with a fresh perspective. Indeed, 

since the GDPR has been applicable, it 

appears that the CNIL has published a 

lot of formal notices against companies 

which did not respect the provisions of 

the European regulation. Most of these 

publications from the CNIL pointed the 

finger at practices which does not pro-

tect effectively data subjects and mainly 

a lack of express consent. However, 

relating to controller/processor status 

and potential disputes that could arise, 

it appears that it's a little early to fully 

measure the impact of this change. At 

the moment, we have noted that in most 

cases, both controller and processor are 

showing serious commitment to their 

participation in the compliance process 

and try to collaborate with each other. 

There is an impact on their insurance 

policies and the costs and risks are very 

different. The economic impact of GDPR 

is difficult to fully assess.

Belgium – MVS What we've seen in Bel-

gium, is some contractual parties trying 

to abuse this type of GDPR contract to 

renegotiate commercial terms.
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That is obviously something which we are 

very focused on, when we read this type of 

contract and so we try to keep it as simple 

as possible, drawing up a ‘civil law’ con-

tract, not a US-style document. Obviously 

we still need to tick all the boxes that GDPR 

requires, so we try to tell our clients in the 

terms of the agreement, what they have to 

do to be GDPR compliant.

I think it was James or Jake that referred to 

very heavy indemnification clauses. That is 

also something that we see here in Belgium 

and we try to advise our clients to avoid 

taking on that kind of responsibility. These 

clauses are combined with an effort to shift 

liability or responsibility from one party to 

the other, even though that sometimes is 

against GDPR regulation.

Turkey – EB There was disarray in the 

beginning regarding the roles of a controller 

and a processor, but after long discus-

sions, it's clear in the minds of all lawyers 

who deal with GDPR. As of now there is 

not much discussion on the roles of a pro-

cessor and controller in Turkey. 

GDPR and the Turkish Data Protection legis-

lation have some differences. GDPR allows 

the DPO role to be outsourced, whereas 

the Turkish Personal Data Protection Law 

No.6698 (“TPDPL”) does not. In accord-

ance with the TPDPL, controllers have to 

take all necessary technical and organisa-

tional measures by themselves. The reason 

for this is that the authorities have been con-

cerned that companies would try to transfer 

their liabilities to third parties and avoid law-

suits and penalties. As a further result, the 

liability and responsibility of controllers and 

processors are stipulated as joint liability by 

the TPDPL. 

Another difference between GDPR and 

the TPDPL is the conditions applicable to 

children’s consent in relation to informa-

tion society services. GDPR deems the 

processing of the personal data of a child 

lawful where the child is at least 16 years 

old. On the other hand, TPDPL only deems 

a consent lawful if it is given by someone 

over the age of 18. 

Turkey also has a data controller registry 

system to which controllers must be regis-

tered prior to commencement of the data 

processing activity. Processing activity has 

to be explained in detail, including reasons 

and purposes for personal data processing. 

This must include details on the maximum 

duration for which the personal data will be 

kept and whether or not it is going to be 

transferred to a foreign country. 

With regard to contract negotiation, they 

are not generally being renegotiated from 

scratch, although there are of some abusers 

of this re-negotiation issue. However, it is 

not effective, because the law is clear on 

the responsibilities of each party. It is in the 

best interests of both parties to finalize the 

additional clauses and move forward. 

Although some try to impose template 

agreements, articles that burden unfair 

responsibilities in such agreements are 

considered malicious and courts deem 

them invalid especially in B2C relations. 

Whereas in B2B relations, it is less likely 

for courts to do so. We do see these tem-

plate agreements, but not with big reputable 

companies, rather aggressive companies 

who try to get the most out of an undigested 

issue when they come across uninformed 

companies. 

Bulgaria – PD When defining the roles 

within an organisation, we use the opinion 

of WP 29 from 2010, ICO’s guidelines and 

any other valuable recommendations by 

reputable authorities, in addition to our own 

professional opinion. 

In everyday practice we face considerable 

misunderstanding of these role issue by 

organisations and their legal advisors. We 

see this locally, but in many cases prob-

lems come from the headquarters of big 

corporations. An example is the strange 

trend of controllers to request signing of 

a controller-processor agreement with an 

organisation which, in fact, also has the role 

of a controller as well. 

It is also hard for organisations to realise 

that there is not only one label that they 

should choose – controller or processor - 

and that there are many hybrid and com-

plex situations between two parties. 

In this respect my advice is organisations to 

look deeper, using a granulated approach 

on every single processing operation per-

formed by a party. Organisations have been 

in an urgent rush to sign processing agree-

ments corresponding to the requirements of 

GDPR, and in many cases this was done 

formally. That’s why I foresee a new wave 

of renegotiations in the coming couple of 

years, with better understanding of the 

issues, based on practical experience. 

Erdem Balkan pictured at the 2017 IR 'Dealmakers' Conference in Barcelona
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SESSION THREE - DATA PROTECTION OFFICERS 

How has the new requirement for a data protection officer 
(DPO) affected your client base? What should companies 
attempting to comply with GDPR be aware of regarding 
this position?

France – AMP The independence of a 

DPO is crucial, and, in practical terms, this 

independence is more likely to be guar-

anteed in structures with limited data pro-

cessing where the role of the DPO is reg-

ular but not intensive. If they are only called 

when needed, then this relationship does 

not allow the creation of a real connection. 

On the other hand, if the DPO is hired on 

a full-time basis, this requires the organisa-

tion to keep a distance and to avoid con-

flicts of interest. 

The DPO has a central role in the GDPR 

compliance process and, since the delib-

eration of the European Council was pub-

lished on September, 20, 2018, France’s 

national data protection agency, the Com-

mission Nationale de l'Informatique et des 

Libertés (CNIL), is now able to grant com-

petency certificate to DPOs on the basis of 

their own criteria.

It is not possible to define precisely when 

large scale processing becomes an alter-

native criterion to the appointment of a data 

protection officer (DPO) though. Indeed, the 

notion of “large scale” is based on a sub-

jective assessment and neither the GDPR 

nor the CNIL have concretely defined this 

notion. 

It may be noted that the G29 notably rec-

ommends to take the following points into 

consideration in order to determine whether 

or not data processing is carried out on a 

large scale: the number of people involved, 

the data volume, the duration or perma-

nence of the data processing activity, the 

geographical scope of the processing 

activity. 

However, large scale processing is still a 

concept in progress, which, we hope, will 

eventually be subject to a clearer definition, 

through decisions taken by organisation 

intervening in the protection of personal 

data (such as the CNIL or the G29). 

More generally concerning the DPO, the 

CNIL has published guidelines in which 

the French organisation explains that it is 

not possible to provide a specific figure 

but does not exclude the possibility that, 

over time, a common practice can emerge. 

The CNIL indicated too that the WP 29 has 

anticipated to contribute to this evolution 

by sharing and making known examples of 

relevant thresholds for designating a DPO.

In the meanwhile, we usually strongly 

advise our clients to appoint a DPO, at 

least outsourced, so that they are sure to 

be in conformity with the GDPR and avoid 

any penalties. The law does not require the 

appointment of a DPO in all the organi-

zations which process data. However, we 

often advise our clients to appoint a DPO, 

and to call an external provider only when 

the need arises. The scope of the GDPR is 

so wide that it is safer to use the services 

of a DPO who is a subject matter expert to 

limit the risks. 

An external DPO, in close cooperation 

with lawyers, also allows small structures 

to be in conformity with the law at lower 

cost. More specifically, for clients like SME 

(PME), the DPO provides a technical sup-

port along with the lawfirm staff that is 

responsible for legal issues. 

In addition, working with a DPO on the data 

matter shows how the client is involved in 

the process of compliance with GDPR and 

make his best efforts in order to protect the 

subject data. 

Finally, we work in cooperation with foreign 

law-firms within cross-border files lead by 

a coordinator from the country where the 

data processing is the most important. 

Belgium – MVS Article 37 (1) GDPR 

requires data controllers and processors 

to designate a DPO in any case where 

the processing is carried out by a public 

authority or body, and the ‘core activities’ 

of the controller/ processor consist of pro-

cessing operations which require regular 

and systematic monitoring of data subjects 

on a large scale.

A DPO is also required if the core activities 

of the controller/ processor require large 

scale processing of ‘special categories of 

data’ or personal data relating to criminal 

convictions and offences. 

Many clients calling upon our GDPR exper-

tise are not public authorities or do not 

engage in regular and systematic moni-

toring on a large scale as a core activity. 

Law firms, however, with clients in the 

public sector have their associates follow 

certification training courses of data pro-

tection officer. The bar associations 

encourage these courses by awarding 

points in the framework of compulsory per-

manent training for lawyers.

Article 29 Data Protection Working Party 

(‘WP29’) encourages the appointment of a 

DPO on a voluntary basis in cases where 

this is not mandatory, but we notice that our 

clients are not inclined to do so.

Unless it is obvious that an organisation is 

not required to designate a DPO, the WP29 

recommends that controllers and proces-

sors document the internal analysis carried 

out to determine whether or not a DPO is to 

be appointed, in order to be able to demon-

strate that the relevant factors have been 

taken into account properly.

When a client appoints a DPO (mandatory 

or even voluntary), there is an obligation in 

Article 37 (5) to appoint a person on the 

basis of their professional qualities, who 

has expert knowledge of data protection 

law and practices.

DPOs must be independent, which means 

they cannot receive instruction regarding 

the performance of their tasks. Article 38 

(3) even provides DPOs with a protected 

status, meaning that organisations cannot 

dismiss or sanction DPOs for performing 

their tasks. The controller and processor 

must also ensure that the DPOs’ tasks will 

not lead to any conflicts of interest. 

Finally, even though WP29 states that DPOs 

are not personally responsible in a case of 

non-compliance with the GDPR, this is not 

explicitly stated in the GDPR regulation. 

This means that DPOs might be reluctant, 
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given the civil remedies and sanctions 

regime that comes with the GDPR. 

Germany – KS The role of the data 

protection officer has been known to 

German companies for a long time. For 

that reason, many companies did not 

concern themselves with the new regu-

lation.

However, the GDPR has introduced a 

number of changes to the responsibil-

ities and duties of the DPO. The role 

of the DPO has evolved from that of a 

person who is actively involved in data 

processing and documentation to a 

person responsible for monitoring and 

advisory function. This adjustment pro-

cess is still taking place. 

U.S. – California JSZ Right now, the 

DPO role at US start-ups is largely being 

assigned to a pre-existing IT officer, 

like a Chief Technology or Information 

Officer (CTO/ CIO). The general idea is 

that DPO responsibilities are subsumed 

within that officer’s duties.

With respect to issues surrounding ‘large 

scale’ processing and whether or not 

something qualifies, there is a lot of ‘I 

don’t know exactly what that means so 

let’s just assume this applies to you’ 

analysis is going on in the US. 

Until there is clear guidance on what does 

not constitute large scale processing, 

the recommendation is to simply have a 

DPO and ensure that person is empow-

ered to implement the client’s data secu-

rity strategies.

We have told our clients that the person 

designated as the DPO needs to have 

clear independence to report to the board 

and make decisions on handling data 

breach recovery processes and required 

notifications to authorities and users. Our 

advice is basically to treat your DPO the 

way your head of human resources (HR) 

is treated with respect to a major internal 

investigation. They need to be viewed 

as 100 per cent independent and with 

100 per cent authority to act. Practical 

realities hinge on how much of a sepa-

rate role this is in the organisation versus 

simply an added title. 

We have not really seen much in the 

realm of outsourcing DPO functions. This 

may be more of a Europe-centric phe-

nomenon.

Luxembourg – VK The majority of our 

clients tend to systematically appoint a 

DPO, even though they are not obliged 

by law. The clients feel more comfort-

able by having their own DPO. The DPO 

is often seen as a person who will be 

in charge of, and responsible for all the 

GDPR obligations, and that appointing 

a DPO will resolve all the issues raised 

by the GDPR. The legal role of the DPO 

is often misunderstood by the clients, 

especially his independence towards the 

management of the company. 

The DPO is generally chosen among the 

employees. None of our clients has out-

sourced the DPO role so far. The main 

reason is to avoid special expenses 

linked to an outsourcing of the function.

Bulgaria – PD We advise our clients to 

train appointed DPOs, because this is of 

great importance for accountability and 

competitiveness in the business field 

they operate in. What we try to do, is 

make GDPR compliance a competitive 

advantage for our clients and DPO plays 

a substantial role in the process. 

the biggest challenge that we still see 

in our jurisdiction is the appointment of 

DPOs by public authorities, rather than in 

private organisations. A curious example 

is the appointment of the public relation 

officer as a DPO in addition to their pri-

mary function. 

This happened in the state registry 

agency - the authority operating all the 

most important registers in Bulgaria – 

including the commercial register, the 

NGO register and the real estate register. 

For a few weeks in August, the com-

mercial register just stopped working 

causing many problems and delays. 

Months later it is not even clear what 

exactly happened and what the real 

damage was, however, as far as we 

know, this data breach was not even 

reported on time to the supervisory 

authority. This leads to the conclusion 

that the DPO role should be very care-

fully considered and is one of key posi-

tions in the organisation.

Sweden – AFS The DPO must be able 

to work independently and without being 

influenced by others within the organi-

sation. It is therefore important that the 

data protection officer does not have 

other tasks that can collide with their role 

as DPO. We see that some DPO’s are 

very much involved in the daily work with 

GDPR issues and that they draft con-

tracts, policies and other documentation. 

Other DPO’s are acting more like internal 

auditors, surveilling and checking the 

daily work of others. 

What can be considered "large scale" 

may be difficult to assess. It depends 

among other things on the number of 

data subjects, how much information is 

processed, the types of information that 

is processed, and for how long the infor-

mation is processed. The Swedish Data 

Protection Authority (Datainspektionen) 

has provided the following examples on 

their web page. Examples of organisa-

tions that process personal data on a 

large scale: i) Hospitals – patient data, 

ii) public transport – journey data relating 

to individual travelers, iii) insurance com-

panies or banks – information relating to 

customers' property and assets. Exam-

ples of activities where personal data 

is not processed on a large scale: i) an 

individual doctor processes patient data, 

ii) an individual lawyer processes per-

sonal data relating to convictions in crim-

inal cases and criminal convictions and 

offences. See also page 7 of WP 243 

Guidelines on Data Protection Officers. 

The Swedish Data Protection Authority 

has already undertaken its first GDPR 

investigation. It has investigated if 

350 companies and authorities have 

appointed a DPO. The majority of the 

companies and the authorities have 

appointed a DPO in time. About 16 per 

cent were not compliant. The situation is 

more or less the same within the public 

as within the private sector. The DPA did 

not impose any administrative fines but 

only reprimands. In two cases orders 

were issued.
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